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Abstract: This paper focuses on mathematical model based on epidemic theory to consider the lifetime of 

nodes in the propagation of virus in a wireless sensor network. The monitoring of environment can be done by a 

spatial nodes distributed in monitored field. Due to limited capability of computation, sensing and 

communication, nodes are less secured. So, infections of nodes are higher. Due to limited power of nodes, 

running virus can reduce the power of nodes unexpectedly. Existing models such as SIS (Susceptible Infected 

Susceptible), SIR (Susceptible Infected Recovered), SEIR (Susceptible Exposed Infective Recovered) do not 

consider the power consumption of nodes in their models. In this paper SEIR model is modified to use dead 

nodes properties. It considers the communication protocols to flow the information in the networks. Virus is 

propagated with the help of neighboring nodes. WSNs can use the model on the basis of their positions, 

continuous sensing, event detection, location sensing etc. Mathematical model analysis is done to study the 

effect of dead nodes. Proposed model is useful to prevent the virus attack and helpful for capture the good 

behavior of propagation in networks. 
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1. INTRODUCTION 

Wireless sensor network (WSN) consists of many sensor nodes attached with sensors for sensing. A 

sensor node consists of transceiver, memory, central processing unit, battery. The capabilities of 

sensor nodes are limited in term of power, computation and memory. Sensor nodes are deployed in 

unattended environment by some means. For example, in battle field applications, nodes are placed by 

throwing with the help of air plane. When they are placed, these are self-organized to form the 

network with the help of communication to each other. Network topology of a sensor network may be 

changed due dead nodes. It is very frequently as many nodes may be died immediately. Sensor 

network applications are many from the range of environment monitoring to chemical process 

monitoring such as application can be for monitoring the temperature, humidity, pressure, noise level, 

air populations etc. The development of wireless sensor networks is now attractive in military 

applications for communicating, targeting, intelligence securities etc. Applications are divided as 

environmental based (detection, forest fire detection etc.), health-based (patient monitoring, 

diagnostics etc.), home-based(microwave, printers etc.) and other commercial applications (interactive 

toys, building virtual keyboard etc.). 
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Sensor nodes are assumed to be low power devices having with one or more sensors, a power supply, 

a processor, memory, a radio, and an actuator.  

 

Usually, sensor nodes operate in two modes as sleep mode and active mode. In sleep mode, the sensor 

node goesinto inactive state. Node consumes very less power in this mode because nodes cannot send 

or receive the data. In active mode, sensor nodes consume large power because they send or receive 

the data. For example if we are chatting on WhatsApp our phone is in active mode but if we switch 

off  our internet connectivity we cannot send or receive any messages at that time our phone is in 

inactive mode. 

Sensors are used in daily life such as elevators, shopping mall gates etc. The use of sensors has 

expanded in our day-to-day life span. A sensor is used to detect changes and provide corresponding 

output. Applications include sensor management protocol, time synchronizations and authentications 

etc.  

Wireless Sensor networks consist of limited battery powered nodes, capacities and memory.  

Replacing or recharging these nodes is almost impossible. The design of sensor nodes must be 

stabilized in terms of size, flexibility, low cost, fault tolerance and battery size. We know that larger 

batteries last longer but higher cost and bigger nodes, whereas smaller batteries have shorter lifespan 

and lesser cost. In this project, we are limiting our battery cost and increasing flexibility. 

Epidemic model is a simplified means of describing the means of communicable diseases through 

individual’s nodes. It is of three types i.e. SIS (Susceptible Infected Susceptible),SIR (Susceptible 

Infected Recovered), SEIR (Susceptible Exposed Infective Recovered). 

2. MODEL FORMULATION 

Sensors are devices that are used to sense the changes in the surroundings such as environment, 

border security by detecting intrusion, etc. Sensors work through wireless communication and 

transmit the data through various nodes in the network to the base station where it is analyzed. 

Sensors are very tiny and thus have very small battery life. Therefore our main aim is to optimize the 

energy consumption in the wireless sensor network keeping in mind the battery depletion due to 

attacks such as worms or virus. The model proposed is S-E-I-R model (susceptible-exposed-infective-

recovered). Initially all the nodes in the network are susceptible to attacks. When a node is infected 

with a virus it moves from susceptible to exposed state. In the exposed state the node is in early stage 

of infection likely to transfer its virus to various other nodes while transmission of data. However 

there is time period in which the node changes from exposed to infective, called the latent time. We 

will calculate this latent time so that we can apply antivirus to the exposed nodes and change its state 
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from exposed to recovered. The sensors works in two modes, sleep mode and the active mode. In the 

sleep mode the sensors are not performing any activity of transmission or reception, and thus is in 

energy saving mode, while in active mode sensors are rigorously performing the task of 

communication. We will provide antivirus to the exposed nodes by putting them in sleep mode and 

then applying antivirus to it, such that energy is saved as well as there is no more transfer of infectives 

to the other nodes. However to achieve this, we have to provide stability to the network of wireless 

nodes using the Jacobean matrix , keeping in  mind the communication radius, such that even if some 

nodes are in sleep mode , the network can communicate effectively and efficiently.  

The proposed model is a S-E-I-R model. It is an epidemic model used to predict the way how viruses 

or infection spreads and hence further evaluate the strategies to control the spread of viruses. Our 

project is concerned with the optimization of energy as well as increasing the performance of wireless 

sensor networks. Worms and virus also play a major role in depleting the energy of any sensor 

networks. With increase in wireless communication systems, worms and virus spread have also 

increased in great amounts. These worms and virus infect the sensor nodes and spread from one node 

to another through data transfer wirelessly from one node to another. These worms and virus increase 

the transmission radius of the sensor as well as the data transfer overhead which decreases the overall 

energy of wireless sensor networks.  

The nodes entering the network continuously also known as the birth rate is denoted by A. Initially all 

the nodes are susceptible(s) to infection. When a node gets infected (i) it is exposed (e) to transfer 

virus from one node to another. The nodes exposed become infected in a certain time period known as 

the latent period. During this period if we provide any kind of treatment or anti-virus to the node then 

the nodes state moves from exposed to recovered. However, if we are not able to cure the exposed 

node then it becomes infected and then further treatment makes it recovered. Also the nodes 

recovered(r) from infection are also susceptible to infections again and hence the cycle goes.  

In SEIR model N denote total no. of population (nodes) and it is divided into four different parts-

Susceptible, exposed, Infectious and recovered. We use this model as a basic model on which changes 

are applied and mathematical equations are used for calculating latent time period that is the time 

required for an exposed node to get infected. 

3. NOTATIONS AND SYMBOLS USED 

S: Susceptible nodes 

E: Exposed nodes in the latent period 

I: Infective nodes 

R: Recovered nodes with immunity 

R0 : The basic reproduction number 

    The per infectivity contact rate 

ε          The rate at which exposed nodes become infected 

λ          The rate of recovery of Infectious targeted nodes 

µ         The death rate of all nodes. 

α The rate at which recovered nodes becomes susceptible 

γ          The rate at which susceptible nodes becomes recovered.  

δ          The rate at which exposed nodes becomes recovered. 
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System of Equations 

𝒅𝒔

𝒅𝒕
 = A−βSI−(µ +γ)S + αR        -------------------------                                                                                           (1)       

  

𝒅𝑬

𝒅𝒕= 𝛽𝑆𝐼 − ( µ+ ϵ + 𝛿) 𝐸         --------------------------                                                                                            (2)   

  

𝒅𝑰

𝒅𝒕   =  − (λ + µ )𝐼  +  ϵE        ----------------------------                                                                                           (3)      

                

𝒅𝑹

𝒅𝒕
  =   λ I  + γS  + 𝛿E  -( µ + α) R            ------------------                                                                                           (4) 

  

Reproduction Number 

 

F  =  
𝟎 𝛃𝐒
𝟎 𝟎

   

 

V  =  
µ +  𝛜 +  𝛅 𝟎

−𝛜 𝛌 +  µ
  

 

R  =  FV
-1 

 

R0  =  
𝛃𝐒𝛜

 (𝛌 + µ )( µ+ 𝛜 + 𝛅) 
 

 

Endemic Equilibrium Point    (I ≠ 0)   (S
*
 E

*
 I

*
 R

*
) 

 

𝒅𝒔

𝒅𝒕  = 0 ,  
𝒅𝑬

𝒅𝒕  = 0  ,
𝒅𝑰

𝒅𝒕
    = 0    ,

𝒅𝑹

𝒅𝒕
   = 0              

 

 

𝒅𝑬

𝒅𝒕  = 0           I =  
( µ+ 𝛜 + 𝛅)𝐄

𝛃𝐒
 

 

𝒅𝑰

𝒅𝒕
    = 0           E

*
 = 

𝛌 + µ 

𝛜
     I

* 

 

I = 
 µ+ 𝛜 + 𝛅

𝛃𝐒
   

𝛌 + µ 

𝛜
   I 

          

As I ≠ 0,            
 µ+ 𝛜 + 𝛅 (𝛌 + µ)

𝛃𝐒𝛜   = 1 

S
*
 =             

 µ+ 𝛜 + 𝛅 (𝛌 + µ)

𝛃𝛜    

 

I
*
 =    

[𝛜 𝐀− µ+𝛄 𝐒∗   µ + 𝛂 +𝛂𝛄𝐬∗

𝛃𝛜𝐒∗ µ + 𝛂 − 𝛂 (𝛌𝛜+ 𝛅(𝛌+µ)
 

 

R
*
 =      

 𝝀𝝐+𝛅 𝛌+ µ   𝐀− µ+𝛄 𝐒∗ +𝛃𝛄𝐬∗𝛜   

𝛃𝛜𝐒∗ µ+ 𝜶 −𝜶(𝝀𝝐+ 𝛅(𝛌+µ)
 

4. NUMERICAL SIMULATION 

We will mathematically analyze the formulated model and prove its correctness using simulation. The 

simulation will help us in asserting the efficiency of our formulated model. And using MATLAB as a 

tool comparison of models is done with our formulated model. 



Preventive Measures from Virus Attack for Energy Optimization in Wireless Sensor Network

 

International Journal of Research Studies in Computer Science and Engineering (IJRSCSE)           Page 5 

The Mathematical equations formulated for our S-E-I-R model, we simulate it on matlab to see how 

various parameters in these equations affect the energy consumption , performance as well as virus 

spread in our model. 

 

4.1. Dynamical behaviour of the system for different classes when: A = 0.33; 𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 

0.25; 𝛾= 0.3; 𝜌= 0.3 ;𝛿= 0.3, 𝜑= 0.06  With initial values: S(0) = 70; E(0) = 3; I(0) = 1; R(0)= 0. 

 

4.2. Dynamical behavior of recovered class with respect to time for:A = 0.33; 𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 

0.25; 𝛾= 0.3; 𝜌= 0.3 ;𝛿= 0.3, 𝜑= 0.06  With initial values: S(0) = 70; E(0) = 3; I(0) = 1; R(0)= 0. 

 

4.3 Dynamical behavior of infected class with respect to time for: A = 0.33; 𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 

0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06 With initial values: S(0) = 90; E(0) = 1; I(0) = 10; R(0)= 50. 
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4.4 Dynamical behavior of exposed class with respect to time for: A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 

0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06  With initial values: S(0) = 90; E(0) = 3; I(0) = 1; R(0)= 0. 

 

4.5 Dynamical behavior of susceptible class with respect to time for: A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 

0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06 With initial values: S(0) = 70; E(0) = 60; I(0) = 50; R(0)= 10. 

 

4.6 Dynamical behavior of recovered class with respect to susceptible for: A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 

𝜖= 0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06   With initial values: S(0) = 90; E(0) = 3; I(0) = 1; R(0)= 0. 

A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06  With initial values: S(0) = 80; 

E(0) = 3; I(0) = 1; R(0)= 0. 
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4.7 Dynamical behavior of susceptible class with respect to exposed for: A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 

𝜖= 0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06 With initial values: S(0) = 80; E(0) = 3; I(0) = 1; R(0)= 0. 

A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06  With initial values: S(0) = 90; 

E(0) = 3; I(0) = 1; R(0)= 0. 

 

4.8 Dynamical behavior of exposed class with respect to infected for: A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 

0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06 With initial values: S(0) = 70; E(0) = 3; I(0) = 1; R(0)= 0. 

A = 0.33;  𝛽 = 0.1;  𝜇= 0.003; 𝛼= 0.3; 𝜖= 0.25; 𝛾= 0.3; 𝜌= 0.3 ; = 0.3, 𝜑= 0.06  With initial values: S(0) = 80; 

E(0) = 3; I(0) = 1; R(0)= 0. 

5. CONCLUSION 

In this PROJECT we developed a mathematical model for wireless sensor network (WSN) which is 

based on epidemic concept and formulate this by differential equations. This model is used to 

elaborate the spreading and controlling behavior of virus as well as energy consumption of node. 

Also, we derived the expression of reproduction number (R0 ) value. The  infection free equilibrium 

point E0 is locally stable when  R0<1 and the endemic equilibrium point E
*
 is locally stable when R0 

>1. It is also study the performance of various parameters. This model also investigates energy 

consumption of nodes. Finally the proposed model verify with the help of simulation using 

MATLAB. The collision and heterogeneous node distribution discussed in future.  
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