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1. INTRODUCTION 

RSA is a public key cryptosystem based on the difficulty of integer factorization problem, where 𝑛-bit 

composite number 𝑁(= 𝑝𝑞: 𝑝 and 𝑞 are the 𝑛/2-bit prime numbers) is used as a modulus number. The 

public key 𝑒 and private key 𝑑 of RSA satisfy the following equation. 

𝑒 𝑑 ≡ 1 𝑚𝑜𝑑 (𝑝 − 1)(𝑞 − 1)                                                                                                                             (1) 

To sign a message 𝑚 ∈ 𝑍𝑁
∗ , the signer calculates 𝑠 = 𝑚𝑑  𝑚𝑜𝑑 𝑁. Verification of a signature 𝑠 on a 

message 𝑚 is carried out by checking whether or not 𝑚 = 𝑠𝑒 𝑚𝑜𝑑 𝑁.  

It is easy to increase the signature verification speed by using small public exponent (e.g., 𝑒 = 3 or 𝑒 =

65537) in RSA. More recent researches [2, 3, 4] have occurred to propose the variants of rebalanced 

RSA which allow the cost of signature generation and verification to be balanced. However, for the 

following problems, there is no significant improvement to speed up RSA signature generation in 

practice. First, the key generation schemes of [2], [3] and [4] are not practical, because they cannot use 

the typical prime generation module. Second, it becomes to be difficult to reduce the CRT exponents 

even if public exponent is full sized (on the order of 𝑁), because  powerful lattice based attacks[6, 7] 

have been proposed in recent years. 

From the above considerations, we focused on making both signature generation and verification high 

speed in RSA. For this purpose, we modified RSA with 𝑒 = 65537(noted as typical RSA) as follows. 

We converted the private exponent 𝑑 = 65537−1 𝑚𝑜𝑑 (𝑝 − 1)(𝑞 − 1) into ℎ, 𝑑1 and 𝑑0 by modifying 

the RSA equation to  

𝑒(ℎ𝑑1 + 𝑑0) ≡ 1 𝑚𝑜𝑑 (𝑝 − 1)(𝑞 − 1)                                                                                                            (2) 

In the signing stage, public parameter ℎ is additionally used and signature generation protocol is 

changed as follows. First, message generator calculates 𝑚1 = 𝐻(𝑚)
ℎ𝑚𝑜𝑑 𝑁 from plaintext 𝑚 and 

sends 𝑚||𝑚1 to signer. (𝐻 denotes full domain hash function and || denotes concatenation. ) Next, 

signer calculates signature 𝑠 = 𝐻(𝑚)𝑑0𝑚1
𝑑1  𝑚𝑜𝑑 𝑁(= 𝐻(𝑚)(ℎ𝑑1+𝑑0) 𝑚𝑜𝑑 𝑁) by using private key 

𝑑0 and 𝑑1 instead of original private key 𝑑 and return 𝑚||𝑠. The verification (checking whether or not 

𝑠𝑒𝑚𝑜𝑑 𝑛 = 𝐻(𝑚)) is identical to typical RSA.  
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This paper is organized as follows. In Section 2, we briefly review the rebalanced RSA and small CRT 

exponent attacks. In Section 3, we propose two fast variants of RSA signature(Scheme1 and Scheme2) 

and analyze their security. In section 4, we present the performance comparison between the proposed 

schemes and the other RSA variants. Finally we conclude this paper in Section 5. 

2. REBALANCED RSA AND ITS VARIANTS 

Rebalanced RSA[1] has achieved the fast signature generation at the cost of a significant loss of 

verification performance because public exponent 𝑒 is full sized. Hence, the schemes to speed up 

signature generation without paying high price for verification (i.e., rebalanced RSA schemes with 

small public exponent) have been proposed with the small CRT exponent attacks related to 𝛼[3, 5, 6].  

Attack 1 is resulted in finding small root 𝑥 such that 𝑔𝑐𝑑(𝐴𝑥𝑚𝑜𝑑 𝑛 − 𝑚, 𝑛) > 1 where 𝐴 = 𝑚𝑒𝑚𝑜𝑑 𝑛 

in rebalanced RSA. Attack1 is not related to 𝛼 and can factor the modulus 𝑛 in time 𝑂(𝑧1/2𝑙𝑜𝑔𝑧) [1, 5, 

Attack8.1]. In this case, 𝑧 = 𝑚𝑖𝑛(𝑑𝑝, 𝑑𝑞). 

Attack 2 factors the modulus by finding small root (𝑥1, 𝑥2, 𝑥3, 𝑥4) of the equation 𝑓(𝑥1, 𝑥2, 𝑥3, 𝑥4) = 0 

given by 

𝑓 = 𝑒2𝑥1𝑥2 + 𝑒𝑥1𝑥4 − 𝑒𝑥1 + 𝑒𝑥2𝑥3 − 𝑒𝑥2 − (𝑛 − 1)𝑥3𝑥4 − 𝑥3 − 𝑥4 + 1                                           (3) 

with monomials 1, 𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥1𝑥2, 𝑥1𝑥4, 𝑥2𝑥3, 𝑥3𝑥4 and small root 

(𝑥1
(0), 𝑥2

(0), 𝑥3
(0), 𝑥4

(0)) = (𝑑𝑝, 𝑑𝑞 , 𝑘𝑝, 𝑘𝑞), with 

{
 
 

 
 |𝑥1

(0)| < 𝑋1 = 𝑛
𝛿 ,           

|𝑥2
(0)
| < 𝑋2 = 𝑛

𝛿 ,            

|𝑥3
(0)| < 𝑋3 = 𝑛

𝛼+𝛿−1/2,

|𝑥4
(0)| < 𝑋4 = 𝑛

𝛼+𝛿−1/2,

 

for some known upper bounds 𝑋𝑗, for 𝑗 = 1,… ,4.   

And Attack 3 factors the modulus by finding small root (𝑥, 𝑦) of the modular equation  𝑓𝑒(𝑥, 𝑦) = 0 

given by 

𝑓𝑒 = (𝑛 –  1)𝑥 𝑦 + 𝑥 + 𝑦 – 1 (𝑚𝑜𝑑 𝑒)                                                                                                              (4) 

with monomials 1, 𝑥, 𝑦, 𝑥𝑦 and small root  

(𝑥(0), 𝑦(0)) = (𝑘𝑝, 𝑘𝑞),  with {
|𝑥(0)| < 𝑋 = 𝑛𝛼+𝛿−1/2,

|𝑦(0)| < 𝑌 = 𝑛𝛼+𝛿−1/2,
 

for some known upper bounds 𝑋 and  𝑌. 

Attack 4 is resulted in finding the root (𝑥𝑝,1, 𝑥𝑞,1, 𝑥𝑝,2, 𝑥𝑞,2, 𝑦𝑝, 𝑦𝑞) of the modular equations 

𝑓𝑝,1(𝑥𝑝,1, 𝑦𝑝) = 𝑓𝑞,1(𝑥𝑞,1, 𝑦𝑞) = 𝑓𝑝,2(𝑥𝑝,2, 𝑦𝑝) = 𝑓𝑞,2(𝑥𝑞,2, 𝑦𝑞) = ℎ(𝑥𝑝,1, 𝑥𝑞,1, 𝑥𝑝,2, 𝑥𝑞,2) = 0 given by 

𝑓𝑝,1(𝑥𝑝,1, 𝑦𝑝) = 𝑛 + 𝑥𝑝,1(𝑛 − 𝑦𝑝) 𝑚𝑜𝑑 𝑒                                                                                                        (5) 

𝑓𝑞,1(𝑥𝑞,1, 𝑦𝑞) = 1 + 𝑥𝑞,1( 𝑦𝑞 − 1) 𝑚𝑜𝑑 𝑒                                                                                                        (6) 

𝑓𝑝,2(𝑥𝑝,2, 𝑦𝑝) = 1 + 𝑥𝑝,2(𝑦𝑝 − 1) 𝑚𝑜𝑑 𝑒                                                                                                        (7) 

𝑓𝑞,2(𝑥𝑞,2, 𝑦𝑞) = 𝑛 + 𝑥𝑞,2(𝑛 − 𝑦𝑞) 𝑚𝑜𝑑 𝑒                                                                                                        (8) 

ℎ(𝑥𝑝,1, 𝑥𝑞,1, 𝑥𝑝,2, 𝑥𝑞,2) = (𝑛 − 1)𝑥𝑝,1𝑥𝑝,2 + 𝑥𝑝,1 + 𝑛𝑥𝑝,2 𝑚𝑜𝑑 𝑒                                                                    

= (𝑛 − 1)𝑥𝑞,1𝑥𝑞,2 + 𝑛𝑥𝑞,1 + 𝑥𝑞,2 𝑚𝑜𝑑 𝑒                                                                           (9) 

with monomials 1, 𝑥𝑝,1, 𝑥𝑝,2, 𝑥𝑞,1, 𝑥𝑞,2, 𝑥𝑝,1𝑦𝑝, 𝑥𝑝,2𝑦𝑝, 𝑥𝑞,1𝑦𝑞 , 𝑥𝑞,2𝑦𝑞 , 𝑥𝑝,1𝑥𝑝,2, 𝑥𝑞,1𝑥𝑞,2 and small 

root 

(𝑥𝑝,1
(0), 𝑥𝑞,1

(0), 𝑥𝑝,2
(0), 𝑥𝑞,2

(0) 𝑦𝑝
(0), 𝑦𝑞

(0)) = (𝑘𝑞 − 1, 𝑘𝑞 , 𝑘𝑝, 𝑘𝑝 − 1, 𝑝, 𝑞), 



Possibility of Fast Signature Generation by Outsourcing

 

International Journal of Research Studies in Computer Science and Engineering (IJRSCSE)         Page 25 

             with 

{
 
 
 
 

 
 
 
 |𝑥𝑝,1

(0)
| < 𝑋𝑝,1 = 𝑛

𝛼+𝛿−1/2,   

|𝑥𝑞,1
(0)
| < 𝑋𝑞,1 = 𝑛

𝛼+𝛿−1/2,   

|𝑥𝑝,2
(0)
| < 𝑋𝑝,2 = 𝑛

𝛼+𝛿−1/2,   

|𝑥𝑞,2
(0)
| < 𝑋𝑞,2 = 𝑛

𝛼+𝛿−1/2,   

|𝑦𝑝
(0)
| < 𝑌𝑝 = 𝑛

1/2,              

|𝑦𝑞
(0)
| < 𝑌𝑞 = 𝑛

1/2.              

 

Since no improvements have been introduced so far, Attack 4 is known to be the state-of-the-art small 

CRT exponent attack [7].  

3. THE PROPOSED SCHEME 

3.1 Scheme 1 

In this scheme, we shift the signature generation costs to message generator without effect on the 

security of typical RSA. 

3.1.1 Key generation 

The key generation algorithm takes a security parameter 𝑛(typically 𝑛 = 2048). 

Step1. Generate two distinct (𝑛/2)-bit primes 𝑝 and 𝑞 such that gcd(65537, (𝑝 − 1)(𝑞 − 1)) = 1 and 

calculate 𝑁 = 𝑝𝑞.  

Step2. Select 𝑒 = 65537 and calculate 𝑑 = 𝑒−1𝑚𝑜𝑑 (𝑝 − 1)(𝑞 − 1), 𝑑𝑝 = 𝑑 𝑚𝑜𝑑 (𝑝 − 1), 𝑑𝑞 =

𝑑 𝑚𝑜𝑑 (𝑞 − 1) and ℎ = 2⌈𝑛/4⌉.  

Step3. Find 𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝 and 𝑑1𝑞 such that 𝑑𝑝 = ℎ𝑑1𝑝 + 𝑑0𝑝, 𝑑𝑞 = ℎ𝑑1𝑞 + 𝑑0𝑞 and 0 <

𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝, 𝑑1𝑞 < ℎ.  

Step4. Public key is (𝑒, 𝑁, ℎ) and private key is (𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝, 𝑑1𝑞 , 𝑝, 𝑞). 

Signature generation is similar to Section1. The only difference is that the signer acts as prover in Step3 

and 4, which are needed to be secure against the active attack.  

3.1.2 Signature generation 

Message generator calculates hash value 𝑚1 = 𝐻(𝑚)
ℎ𝑚𝑜𝑑 𝑁 from plaintext 𝑚 and sends 𝑚||𝑚1 to 

signer who returns signature 𝑠 or special symbol ⊥ (which means reject) as follows. 

Step1. Calculate 𝑚0𝑝 = 𝐻(𝑚)𝑚𝑜𝑑 𝑝,𝑚0𝑞 = 𝐻(𝑚)𝑚𝑜𝑑 𝑞,𝑚1𝑝 = 𝑚1𝑚𝑜𝑑 𝑝 and 𝑚1𝑞 = 𝑚1𝑚𝑜𝑑 𝑞. 

Step2.Calculate 𝑠𝑝 = 𝑚0𝑝
𝑑0𝑝𝑚1𝑝

𝑑1𝑝𝑚𝑜𝑑 𝑝(= 𝑚0𝑝
ℎ𝑝𝑑1𝑝+𝑑0𝑝𝑚𝑜𝑑 𝑝) and 𝑠𝑞 =

𝑚0𝑞
𝑑0𝑞𝑚1𝑞

𝑑1𝑞𝑚𝑜𝑑 𝑞(= 𝑚0𝑞
ℎ𝑞𝑑1𝑞+𝑑0𝑞𝑚𝑜𝑑 𝑞). 

Step3. Calculate 𝑡𝑝 = 𝑠𝑝
𝑒𝑚𝑜𝑑 𝑝 and 𝑡𝑞 = 𝑠𝑞

𝑒𝑚𝑜𝑑 𝑞. 

Step4. If 𝑡𝑝 ≠ 𝑚0𝑝 or 𝑡𝑞 ≠ 𝑚0𝑞 then return ⊥. 

Step5. Return 𝑠 = (((𝑠𝑝 − 𝑠𝑞)(𝑞
−1𝑚𝑜𝑑 𝑝))𝑚𝑜𝑑 𝑝) 𝑞 + 𝑠𝑝. 

Signature verification is identical to typical RSA which has the fastest verification among all the 

standardized signature schemes. 

3.1.3 Security 

In Scheme1, ℎ(= 2⌈𝑛/4⌉) does not provide any information except for the bit size of private exponent, 

which has been known to be approximately equal to 𝑛. Hence, RSA-FDH can be straightly applied to 

this scheme and following theorem is satisfied.      
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3.1.4 Theorem 1 

In the random oracle model, Scheme1 is (𝑡, 𝑞ℎ𝑎𝑠ℎ, 𝑞𝑠𝑖𝑔, 𝜀)-secure under the assumption that RSA-FDH 

is (𝑡, 𝑞ℎ𝑎𝑠ℎ, 𝑞𝑠𝑖𝑔, 𝜀)-secure where 𝑞ℎ𝑎𝑠ℎ and 𝑞𝑠𝑖𝑔 are the number of hash queries and signature queries 

performed by forger and where 𝜀 is the probability to break the scheme in time 𝑡. 

3.2 Scheme 2 

In this scheme, we shift the signature generation costs to message generator to obtain extremely fast 

signature generation. 

3.2.2 Key generation 

The key generation algorithm takes two security parameters 𝑛 and 𝑘 where 𝑘 ≤ 𝑛/2(typically 𝑛=2048 

and 𝑘=112).  

Step1. Generate two distinct (𝑛/2)-bit primes 𝑝 and 𝑞 such that gcd(𝑝 − 1, 𝑞 − 1) = 2 and 

gcd(65537, (𝑝 − 1)(𝑞 − 1)) = 1 and calculate 𝑁 = 𝑝𝑞.  

Step2. Select 𝑒 = 65537 and calculate  𝑑 = 𝑒−1𝑚𝑜𝑑 (𝑝 − 1)(𝑞 − 1), 𝑑𝑝 = 𝑑 𝑚𝑜𝑑 (𝑝 − 1) and 𝑑𝑞 =

𝑑 𝑚𝑜𝑑 (𝑞 − 1). 

Step3. Select 𝑘-bit numbers 𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝 and 𝑑1𝑞 such that gcd(𝑑1𝑝, 𝑝 − 1) = 1, gcd(𝑑1𝑞 , 𝑞 − 1) =

1 and 𝑑0𝑝 ≡ 𝑑0𝑞 𝑚𝑜𝑑 2. 

Step4. Calculate ℎ𝑝 = (𝑑𝑝 − 𝑑0𝑝)𝑑1𝑝
−1𝑚𝑜𝑑 (𝑝 − 1) and ℎ𝑞 = (𝑑𝑞 − 𝑑0𝑞)𝑑1𝑞

−1𝑚𝑜𝑑 (𝑞 − 1). 

Step5. Find ℎ such that ℎ𝑝 = ℎ 𝑚𝑜𝑑 (𝑝 − 1), ℎ𝑞 = ℎ 𝑚𝑜𝑑 (𝑞 − 1) and 0 < ℎ < (𝑝 − 1)(𝑞 − 1). 

Step6. Public key is (𝑒, 𝑁, ℎ) and private key is (𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝, 𝑑1𝑞 , 𝑝, 𝑞). 

Signature generation and verification are the same as in Section 3.1. The only issue is that signature 

generation can be done faster than other RSA variants, because 𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝 and 𝑑1𝑞 are extremely 

small. 

3.2.3 Security  

Unlikely Scheme 1, ℎ provides some information about private exponent 𝑑. It is an open problem 

whether there exists any efficient small CRT exponent attack to Scheme2. However, the only clear thing 

is that known small CRT exponent attacks to RSA such as Attack1, 2, 3 and 4 cannot be applied to 

Scheme2. The best known attack can be described in the following theorem. 

3.2.4 Theorem 2 

Let (𝑁, 𝑒) be an RSA public key with 𝑁 = 𝑝𝑞(𝑝 and 𝑞 are primes such that gcd(𝑝 − 1, 𝑞 − 1) = 2 and 

gcd(65537, (𝑝 − 1)(𝑞 − 1)) = 1) and 𝑒 = 65537.  

Further, let 𝑑, 𝑑𝑝, 𝑑𝑞 , ℎ, 𝑑0, 𝑑1, ℎ𝑝, ℎ𝑞 , 𝑑0𝑝, 𝑑0𝑞 , 𝑑1𝑝, 𝑑1𝑞 and 𝑟 be the integers such that 

𝑑 = 𝑒−1𝑚𝑜𝑑 (𝑝 − 1)(𝑞 − 1), 𝑑𝑝 = 𝑑 𝑚𝑜𝑑 (𝑝 − 1), 𝑑𝑞 = 𝑑 𝑚𝑜𝑑 (𝑞 − 1), 𝑑 ≡ ℎ𝑑1 + 𝑑0𝑚𝑜𝑑 (𝑝 −

1)(𝑞 − 1), 𝑑0𝑝 = 𝑑0𝑚𝑜𝑑 (𝑝 − 1), 𝑑0𝑞 = 𝑑0𝑚𝑜𝑑 (𝑞 − 1), 𝑑1𝑝 = 𝑑1𝑚𝑜𝑑(𝑝 − 1), 𝑑1𝑞 = 𝑑1𝑚𝑜𝑑 (𝑞 −

1), ℎ𝑝 = ℎ 𝑚𝑜𝑑 (𝑝 − 1), ℎ𝑞 = ℎ 𝑚𝑜𝑑 (𝑞 − 1) and 𝑟 = min (max (𝑑0𝑝, 𝑑1𝑝),max (𝑑0𝑞 , 𝑑1𝑞)). 

Then given (𝑁, 𝑒, ℎ) an adversary can expose the private key 𝑑 in time 𝑂(𝑟𝑙𝑜𝑔𝑟). 

4. PERFORMANCE COMPARISON 

Table 1 shows the signature generation and verification time comparison of typical RSA, rebalanced 

RSA, Scheme1 and Scheme2. As shown in Table 1, Scheme1 and Scheme2 are approximately 1.7 and 

7.9 times faster than typical RSA, respectively, in total processing. Timings were made on 2.4GHz 

Core(TM) i9-12900 desktop using NTL with GMP Library for 4092 bit modulus and can be treated as 

a relative guideline.  
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Table 1. Signature generation and verification time comparison 

 Typical RSA Scheme1 Rebalanced RSA Scheme 2 

Signature generation Time 118ms 69.2ms 27.1ms 14.9ms 

Signature verification Time 3.1ms 3.1ms 465ms 3.1ms 

Total Processing Time= Max(Signature 

generation, Signature verification) 
118ms 69.2ms 465ms 14.9ms 

5. CONCLUSION 

We have described the method to increase the signature generation speed in RSA which has the small 

public exponent for the fast verification. The basic idea is to transfer the calculation costs from signer 

to external computing resources such as cloud computing. Of course, this idea is only practical for 

signature schemes where the accuracy of the computed results from outside can be judged at a low 

computational cost such as RSA with small public exponent.  
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