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1. INTRODUCTION 

In this day and age, a reality is taking shape where the role and action of state and non-state actors, 

interdependent relations at the economic, social and political level, integration phenomena and new 

threats, co-shape the international system (Cheila & Ziogas 2017). For nearly five decades 

(Macedonia 2019) , the Internet has grown and spread widely around the world under US leadership 

(Shen 2016 :319), beginning with the military (Tai 2006 :85). For many years, American social media 

companies have been accused of "exporting" US culture and politics to the rest of the world (O‟ Brien 

2019). (Primary ICANN (Fang 2018: 434, Arsene 2016 :26) distribution of addresses on the internet  

under American umbrella until recently). ICANN is a nonprofit company based in California, which 

was accountable to the U.S. Department of Commerce. This entity is responsible, inter alia, for the 

operation of the Domain Name System (DNS), privacy, intellectual property and cyber security issues 

(Liaropoulos 2015:192). It plays a crucial role in the stability and security of the Internet as well as in 

the fair distribution of resources (Arsene 2016:30). 

The loss of U.S. leadership online could be a symptom of the greater U.S. abdication of global 

leadership in countries such as China and Russia, which are expanding their spheres of influence in 

Africa and the Middle East, just as the U.S. is leaving these regions (Uchill 2019). 

The central question that arises is to examine the different ways of approaching the internet from the 

perspective of the China- Russia confrontation with the West. Cyber –attacks as a new field of 

competition and the possession of rare earths as a cause of contention for the future deserve our 

attention. 

Stations of our tracking will be-in the midst of the 4
th
 Industrial Revolution and its rapid 

consequences-the internet, cyber-attacks, rare-earths as a challenge for tomorrow and the geopolitical 

balances (or their absence) that are taking shape. 

2. INTERNET 

 Internet, Cyberspace  basic icons of a new mythology, with unparalleled fascination for new technical 

miracles, that transforms every society (Bakardjieva 2005 :1). The Internet is a record of a large 

volume of free software and information resources, placed on the network by individual developers, 
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enthusiasts and entire collectives with the aim of interacting with the entire Internet community. It is 

the fourth means of communication, after the press, the (radio) broadcasts, the television and provides 

the effective power, all the time, relatively inexpensive, direct and convenient. The Internet, which 

has been described as a double-edged sword (Stoycheff & Nisbet 2016) is a vast treasure trove of 

knowledge, information and materials, which is the symbol of electronic resources (Genieva 1997 

:382). The Internet quickly became a transformative force around the world, forever changing the 

economic, social and political landscape of the world. Ability to overcome social distances and 

barriers, vision for a global village (Bakardjieva 2005 :43). The broader problem of "post-truth" that 

emerges in various forms of fake news, hoaxes, trolling should concern us (Mikelis 2018 :18-19). 

Web governance emerges as leading issue for 21st century global governance (Nocetti 2015 :112). 

The battle for 5G is shifting from trade to geopolitics (Veratis 2020), as this technology is considered 

the next "tool" of dominance.  

3. CYBERSPACE 

Global sector within the information environment, whose particular and unique character is framed by 

the use of electronic and electromagnetic spectrum for the creation, storage, conversion, exchange and 

exploitation of information through independent and interconnected networks, using information 

communication technologies, in accordance with Daniel Kuehl's definition. Cyberspace, as a term 

created and spread by William Gibson, has achieved the status of a major intellectual trend, as 

computerization and Internet connectivity become deeply rooted in every aspect of human life (Tai 

2006 :xxii). Cyberspace is a growing digital network that connects social, business and military 

networks around the world (Liaropoulos 2013:5) .  Cyberspace is the fifth battlefield, after the ocean, 

earth, space and sky (Fang 2018:423). Krasner's typology of domination- Domestic, Interdependence, 

International Law and Westphalian- contributes to the demystification of the myth that cyberspace is 

invulnerable to state domination (Liaropoulos 2013 :22). Cybersecurity a common challenge (Fang 

2018 :177) and a national security issue (Liaropoulos 2015: 189). Cyberattack is an aggressive act 

against network computer systems or infrastructure. Our confidence in automation focuses on 

individual failure points that can have dramatic consequences if they are directed to power stations, 

communications networks, transport and other utilities (Acs 2016 :11) . Authoritarian governments 

seek to create a "psychological wall" that paints the Internet as a frightening world full of political 

threats (Stoycheff & Nisbet 2016). 

The global spread of information and communication technologies (ICT) that have driven the Internet 

over the past decade has intensified the global information revolution and governments have struggled 

to cope with the economic, social, cultural and political consequences of this revolution (Tai 2006 

:81). Cybersecurity requires discipline, the practice of preventing and mitigating attacks on computer 

systems and networks. 

4. GREAT WALL OF PROTECTION 

A censorship and filtering service, designed to prevent the circulation of information that authorities 

consider politically dangerous without affecting non-sensitive information, requiring huge financial, 

human and technological resources to maintain it (Puddington 2017 :7). 

According to the "Spectator Index" , Google search, Gmail, Yahoo, Facebook (Iosifidis & Wheeler 

2016 :176), YouTube, Wikipedia, Twitter, Netflix, Instagram, WhatsApp and Dropbox, as well as the 

websites BBC, The New York Times and the Economist  (French 2019) have "no place" in the 

Chinese internet.  This is a powerful digital surveillance architecture (Polyakova & Meserole 2019). 

The Great Firewall or On Line Great Wall of China (Kathimerini 2019), as part of the Golden Shield 

Project is the most advanced surveillance system in the world (Ziccardi 2012:247). The goal is to 

"make the internet clean and bright," according to Xi Jinping (Puddington 2017 :19). The Chinese 

President promoted the idea of "cyber sovereignty" (Fang 2018 :173, Li 2019) asking other countries 

to respect China's internet governance practices. Censorship is a matter of national security for the 

Chinese state (French 2019). Beijing has been rocked by the role social media (Liaropoulos 2013 :7) 

played in the Arab Spring and Green Revolution of 2009 in Iran and has therefore completely blocked 

access to Facebook. 

Another possible reason for the ban is the riots (SecNews 2014)  that broke out in July of the same 

year between Muslim Uighurs and Chinese Han in the western Xinjiang region (Zucchi 2019 ). The 

social revolutions that took place in Iran, Tunisia, Egypt and other countries revealed that social 

media and social networks can act as a force multiplier for political action (Liaropoulos 2013 :5). 
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5. TECHNICAL EXCLUSION METHODS 

Keyword (Xu & Mao & Halderman 2011 :134), which prevents access to or block search, removal of 

prohibited results from search engines, occupation, by those who wish to regulate a particular 

behavior and have targeted a specified site, have direct access and full jurisdiction for web content 

hosts form the canvas of relevant techniques (Ziccardi 2012 :201). The most insidious method of 

censorship is self-censorship.  

CASE OF CHINA: Block IP Address, Redirect. 

5.1. Internet Manipulation 

5.1.1. Methods of Control of the Internet from the Party 

The government uses the fear of punishment or its threat (Nathan 2018) to guide behavior. The flood 

refers to the regime's attempts to stifle critical thinking in a storm of pro-government messages or 

confusing news leading to an ocean of contradictions, in the hope that the average citizen will not 

pursue the truth further. The most worrying tactic is friction over access to or dissemination of 

information as an increase in costs, either in time or in money (Weber 2019:3). Its quintessence is the 

delay of the loading rods, instead of the total ban. 

5.2. China’s Orwellian Social Credit System 

In George Orwell's dystopian novel, 1984, the Ministry of Truth moved under a narrative regime, with 

an account of endless conflicts abroad and treacherous enemies at home (Puddington 2017:7). Orwell 

and other enemies of totalitarianism sought to describe the danger that propaganda and censorship 

pose to knowledge, reality, and independent thought. 

China's Orwellian Social Credit System constitutes a form of digital totalitarianism (Pelevani 2019) 

allows the state to gather information about citizens from a variety of sources and use it to justify 

ratings or rankings based on an individual's true credibility, even in political matters. The invisible 

"Big Brother" monitors digital fingerprints in cyberspace (Tai 2006 :98). The citizen could receive a 

bad grade by reporting to the government, participating in protests or circulating banned ideas on 

social media (Puddington 2017:58). 

5.2.1. Assessment to "Social Credit System" 

Citizens with a good "Social Credit" rating benefit from a range of perks, including travel apps 

abroad, energy discount accounts and fewer frequent checks. "Social Credit" penalties include 

individuals or companies that are considered "unreliable" can be excluded from state-sponsored 

benefits, such as non-prepaid apartment rentals or banned air and train tickets. 

5.3. Position of the Chinese Leadership 

"If trust is lost in one place, restrictions are imposed everywhere. Those who are considered unreliable 

will not be able to take a step." The internet and advanced face recognition technology with countless 

cameras control individual behavior (Eckert 2019), "enriching" the blacklist of dissidents.  

China already has a spy program that competes with the Stasi (Kendall –Taylor & Frantz & Wright 

2020), East Germany's state security service, which may have been one of the most widely used secret 

police in the world. It was famous for its ability to monitor individuals and control information flows, 

using repression to maintain control. Led by China, today's digital empires utilize technology, the 

Internet, social media, and artificial intelligence to transcend long-term imperial survival tactics.  

6. ANTILOGUE IN THE WEST 

It's already in use thanks to Silicon Valley. In China, they formalize and systematize what is already 

happening in the West. 

6.1. Runet the Autonomous Network Of Russia 

The Russian-controlled home internet (Rondeaux 2019) is identified with the official version of the 

"great firewall" and is aimed at state control of cyberspace. Its philosophy is to cut off Russia's 

connections to the World Wide Web and replace them with its own controlled "home internet," which 

could spark internal reactions. Runet, Russia's autonomous Internet, aims to repel attacks from abroad 

by reviving the "iron curtain on the internet"  (Mounter 2019) to protect its national security (Pallin 

2017:18) as a nuclear power (Rondeaux 2019). 
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The memory of the ''encircled by imperialist forces'' Soviet Union (Fakiolas 1998:78), according to 

the country‟s leadership is tangible (Napoleon's invasion, foreign invasion shortly after the October 

Revolution and the German invasion in the 1940s). The first truly invasive move aimed at controlling 

the Internet was in 2000. The Federal Security Service (FSB) began forcing Internet service providers 

(ISPs) to install monitoring equipment, known as SORM (Ognyanova 2015 :17). In 2012, the Russian 

state-owned Douma passed a bill that became known as the "Internet Blacklist Act." It blocked 

websites containing extremist material, child pornography, information related to illicit drug use, 

suicide techniques and other sensitive topics. The country plans to create its own Wikipedia and 

politicians have passed a bill banning the sale of smartphones that do not have preinstalled Russian 

software (Wakefield 2019). 

6.2. "Russia Big Brother" - "Digital Westphalia" 

Internet and telecommunications service providers are obliged to keep the data in their files due to 

fears of espionage, ideological diversion, control of strategic technologies, distribution of  harmful 

viruses (Genieva 1997 :388). Proper government planning will reduce the relative cost of 

implementing it. Private intelligence can only be obtained by the intelligence services and law 

enforcement agencies with the approval of the judiciary, according to Putin. Concern over the return 

to the country of 4,500 Russian citizens joined in the Islamic State. In addition, any foreign company 

using personal data of Russian nationals outside the territory must transfer its servers to the territory 

of the Russian Federation, otherwise access to this type of source of information will be denied 

(Iosifidis & Wheeler 2016 :188). An obvious trend is the fight against tools to circumvent Internet 

censorship, such as virtual private networks, VPNs (Soldatov 2017:53). 

6.3. The Russian Expenditure on the Internet 

In Estonia, April-May 2007, Moscow's anger erupted when it decided to move the Bronze Soldier 

(Monument in honor of the fallen of the Red Army in World War II) (Liaropoulos 2013 :20). "Russia" 

attacked temporarily turning off Estonia's internet, a particularly fierce blow to the world's most 

internet-dependent economy. Distributed Denial of Service , DDoS, (Veratis 2015) attack focuses on 

government offices and financial institutions, blocking communications. In attacks with this 

technique, a large number (an 'army') of electronically infected PCs or systems attack other PCs, 

networks or systems. Russia has claimed that the attacks were carried out by "cyber-patriots" and 

were not conducted  under the guidance of the Russian government. Similar movements in Lithuania, 

Georgia, Kyrgyzstan, Kazakhstan, Ukraine (New post 2017). Meanwhile, the use of the Internet is 

encouraged as a way of spreading government propaganda and disinformation (Iosifidis & Wheeler 

2016 :188). 

6.3.1. Internet: Digital Cold War 

Attacks from both sides to interfere in elections, accusing Russia of involvement in the US elections 

in 2016. Claim returned by the Russian leader for American involvement in the elections in 2000 and 

2012, with the participation of American diplomats and foreign NGOs (Stone 2019:265). Digital 

Armageddon, cyber war, possible electronic Pearl Harbor (Tai 2006 :93), avoiding "Internet 

Frankestain" (Nocetti 2015 :118) constant fear of the future. A "Cyber hotline" between the US and 

Russia was launched as a confidence-building measure as a need for immediate crisis management, 

June 2013. 

6.4. Attack on Russia Bank System 

Preparing a Botnet attack (Veratis 2015) by twenty countries targeting Russia's banking system 

against five to six large banks (Stone 2019:269) for destabilizing the banking system. The word 

"Botnet" was coined by "roBOT NETwork". An internet bot is a program that performs automated 

tasks over the internet. Also called web bot, web robot, WWW robot or just bot. Bots are very often 

used by hackers to coordinate and carry out cyber attacks on servers or for other purposes. 

Recommendation to citizens for calm and non-withdrawal of their deposits, without attributing 

responsibility to the US, as evidence is missing. Distributed denial of service, DDoS (distributed 

denial of service) attacks. 

6.5. Cyber Attacks 

Cyberspace, cybersecurity, cybercrime, cyberwarfare: About half a million cyber attacks are made 

every minute (Acs 2016:13). The "war landscape" is not adorned with weapons or bombs, but takes 



Internet, Cyber Attacks, Rare Earths: Sino-Russian Confrontation with the West
 

International Journal of Political Science (IJPS)                                                                                    Page| 29 

place via a keyboard. The dimension of cyber warfare, along with social media and virtual realms, 

offer very economical tools of attack (Mavraganis 2019). The risk is equivalent to the  9/11 terrorist 

attacks, as it can paralyze the state (Liaropoulos 2013 :23) if it touches on key areas, such as critical 

infrastructure and national security systems. Cyber-attacks, which include hybrid threats, include 

attacks on the water and electricity system, the banking system, critical infrastructure, public 

institutions, local and central authorities, and national security systems. Cyber warfare tools may 

include espionage, assault, and manipulation (Konstantopoulos 2020 :12). 

6.6. Snowden Accusations 

Surveillance by the US National Security Agency, according to the testimony of  Edward Snowden 

(Fang 2018 :418), PRISM Scandal (Arsene 2016:138).  First on the watch list is his homeland, second 

is Russia. Reform-oriented complaints by Congress have been positive, while mass surveillance has 

been deemed illegal by the courts (Stone 2019 :78). Implanting malware (Astanastas 2015) in Japan 

on civilian infrastructure (Stone 2019 :266), e.g.  railway stations, power plants in case the Land of 

the Rising Sun changes camp, according to his complaints. Malware: the word is complex and comes 

from malicious software, i.e. in Greek "malware". This includes any software that "runs" on a 

computer (or mobile device, e.g. smartphone, tablet) and has "bad intentions". 

6.7. Stuxnet 

A complex computer virus - the worm (Veratis 2015)- appeared in June 2010. Software worms work 

in a way that resembles that of viruses, because they are transmitted from PC to PC. But unlike 

viruses, software 'worms' have the ability to travel without the help of people, taking advantage of the 

data transfer and movement of files within the network. They reproduce themselves within the 

system, freeing up the available memory. Ability to increase pressure inside nuclear reactors, while 

not arousing suspicion. Differentiating the speed of the centrifugal forces, resulting in their 

destruction in Iran. Generated from code can lead to power outages. It is alleged that Israel and the 

United States were involved in the creation of the digital bomb (Pavlikkas 2019). 

7. ANSWER TO THE CHALLENGE 

United Nations Human Rights Council Resolution of 5 July 2012, entitled "The promotion, protection 

and enjoyment of human rights on the Internet", which upholds the freedom of the Internet as a 

fundamental human right.  Condemns Internet outages by national governments, e.g. Turkey, India 

(Stoycheff & Nisbet 2016). 

The NATO Center for Excellence in Cooperative Cyber Defense in Tallinn, Estonia has set up Rapid 

Reaction Cyber teams (Hellenic National Defence General Staff 2015). The Cooperative Cyber 

Defense Center of Excellence is the certified NATO body involved in research, training and capacity 

building in the field of Cyber Defense.  A cyber attack is capable of triggering Article 5 on Collective 

Security. 

7.1. Five Security Pillars in Cyberspace 

Cyber security is founded on the following five pillars: Training and awareness, Planning and 

preparing for a possible cyber attack, detecting and repairing damage, sharing experience and 

collaboration, ethics and certification in terms of mentality and motivation. There may exist "white" 

(Acs 2016 :58) hat hackers,  developers who hack systems to test their capabilities and report 

vulnerabilities to the authorities for correction and "black" hat hackers, developers who hack systems 

to test their services in order to exploit vulnerabilities for personal or financial benefit. 

8. RARE EARTH 

Critical parameter is the possession and exploitation of rare earths elements, which are required for 

hundreds of modern applications, such as mobile phones, laptops. Utilized in defense technology and 

green energy. Rare earths refer to the 15 minerals of the lanthanide series, in combination with the 

chemically similar yttrium and occasionally scandium (Chen & Zheng 2019:1). China controls 

approximately 97% of the global rare earth market (Hurst 2010:3). Until 1970, California had the 

upper hand. 

Unique treasure: The biggest concern of the international community is the lifting of the restriction or 

no further reduction of China's export rates, after the crisis that broke out in 2010, near the Spratly 
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Islands (Council on Foreign Relations). Rare earths will be the cause of  21st century wars 

(Mpoukouvala 2017). 

9. HOFSTEDE CULTURAL DIMENSIONS THEORY 

It was developed on the occasion of a series of surveys conducted by Geert Hofstede among IBM 

employees located in a variety of countries. Each people is governed by special characteristics in the 

culture, which is summarized in 6 points dimensions (Business Mentor). 

Power Distance Index (PDI): Demonstrates the degree of acceptance of power relations (or not) 

between members of a society. In countries with a high power index, hierarchical relationships are 

considered normal, while in countries with a low power index, this is not easily accepted. In Chinese 

society, inequalities between people are acceptable and hierarchy is fully respected (Hofstede Insights 

2021). In Russia, there is a strong centralized administration from top to bottom. The uniqueness of 

people implies their inequality in the degree of power and is linked to the degree of acceptance of 

discrimination. 

Individualism (IDV) versus collectivism: Indicates the degree to which a society is organized into 

groups. In China, the collectivist culture prevails, with an emphasis on the group. In collective 

societies, people belong to "formations" that care for them in exchange for their faith. Russia is 

governed by a team spirit, as relations are vital to obtaining information and successful negotiations 

(Hofstede Insights 2021). In the US, individual orientation is more pronounced and hierarchy is 

created for ease of access. 

"Masculinity" (MAS) against "femininity": Determines the degree to which a society prioritizes 

"quantity of life" (male) over quality of life (female). China is seen as a male-dominated, success-

oriented society at the expense of leisure or family warmth. In Russia there is a devaluation of 

personal achievements, modesty, unacceptable dominant behavior, with the exception of the 

professional arena. American society is riddled with competition, success as the winner. Basic 
principles and values are indicated in the terms "try to be the best they can" and "the winner gets 

everything", manifesting an arrogance. 

The Uncertainty Avoidance Index (UAI): It outlines the degree of tolerance of a society towards 

"uncertainty and ambiguity". China treats laws and regulations with flexibility, as it is distinguished 

by an ambiguity, which is also reflected in their language. Uncertainty about the future has led the 

Russian people to create one of the most complex bureaucracies in the world. In their communication 

with foreigners they are considered very formal and distant. In the US, the prevailing cultural standard 

is reflected as a satisfactory degree of acceptance for new ideas, innovative products and a willingness 

to accept modernity. Not many rules are required and they are less emotionally expressive than other 

ethnicities. Intense fear has gripped American society since 09/11. 

The long-term orientation (LTO) versus the short-term: Indicates the degree to which a society is 

oriented towards the future or the present. China is governed by a realistic culture and a long-term 

definition. The truth depends on the historical context, the time. They show flexibility in changing 

conditions, a strong tendency to save, invest, dedicate and persevere in achieving results. Russia's 

choice goes hand in hand with China's in this area. Americans are not realistic and practical, they are 

driven by strong beliefs about thorny issues such as abortion, drug use, euthanasia, and business 

performance measurement is implemented on a short –term basis. 

Indulgence  vs. Restraint (IVR): Demonstrates the extent to which members of a society try to control 

their desires and impulses. China is seen as a restrained society, ruled by cynicism and pessimism, 

restraint of actions by social norms, and performance is somewhat misjudged. Due to the restrained 

nature of Russian culture, there is a tendency towards cynicism and pessimism, not an emphasis on 

leisure and lack of control over the satisfaction of desires, restraint of actions by rules and a view of 

performance somewhat wrong. In the US, society is characterized as lenient, states wage war on 

drugs, but drug addiction exists.   It forms a prudent society, but a portion of immoral people is not 

lacking (Hofstede Insights 2021). 

10. THUCYDIDE TRAP 

When an emerging power threatens to displace a dominant power, the trap of Thucydides emerges 

(Allison 2020:11 & 16). According to Paul Kennedy, "empires, hegemonic or number one forces 
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(whichever term one prefers) rarely if ever collapse in a rapid and spectacular way. Instead, they 

"slip" slowly down, trying to avoid conflicts, bypassing the growing obstacles, making offers, always 

looking for a flatter and calmer landscape (Tzifakis 2012). In the History of the Peloponnesian War, 

the rise of Athens and the fear it caused in Sparta is recorded as its cause, a fact that made the war 

inevitable. According to the study by Professor Graham Allison, twelve rivalries ended in war and 

four avoided it. In the seventeenth case, a strong and rising China is in conflict with sovereign 

America. But if China does not limit its ambitions or Washington does not agree to share its lead in 

the Pacific, then a trade dispute, a cyber attack or an accident at sea could spark a major war (Allison 

2020, Back cover).  Key requirement is its avoidance. 

11. CONCLUSION 

If the 20th century was defined by the fight for freedom of information against censorship, the 21st 

century will be defined by malicious entities, states or companies that abuse the right to freedom of 

information (Puddington 2017:15). A battle of values and ideas emerges. If these rivalries escalate 

into a war of the great powers it is perhaps the central issue of the geopolitics of the twenty-first 

century (Brands 2018:61-114). In an aversion to his speech, former US President John F. Kennedy in 

his inaugural address after his inauguration on 01/20/1961 had pointed out "In the long history of the 

world, only a few generations have acquired the role of defending freedom at the time of greatest 

danger. I do not abdicate this responsibility. I welcome it (Edel 2019) ".  The biggest challenge at the 

gates. 
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