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Abstract: These PKI is a kind of follow the standard use of public key encryption technology for the 

development of e-commerce to provide a secure foundation platform technology and specifications. The 

application of digital certificates is under the network environment to solve the problem such as identity 

authentication, access control, and information protection. This thesis mainly studied the part of the problem, 

this paper introduced the basic knowledge of cryptography and PKI theory foundation and basic system, of 

several common PKI trust model had carried on the detailed introduction, designed the distributed network 

environment, interconnection security platform of authentication and information encryption module.  
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1. INTRODUCTION 

With the development trend to network economic era of global economy, e-commerce becomes the 

major method. Its application reduces the trade cost to the great extent, increases trade activity 

opportunity, makes trade procedure simpler, and significantly improves the efficiency of network 

commerce trade. However, direct contact between people reduces under network environment, so the 

trust relationship by verification with electric method becomes a crucial link. 

PKI (public key infrastructure) can be well applied in the encryption of trade transaction. Its principle 

is to generate generation certificate by using the public key for certificate management and binding 

public key and identification letter with certificate authority (CA). Users can use this certificate as the 

evidence for identity. Under this condition, we will encrypt all the digital information and give 

signature, so security problems of file confidentiality, authenticity, integrity, non-repudiation, and 

access control occurring in e-commercial application can be well solved. 

2. PKI FOUNDATION 

 

Fig1. PKXI standard 
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The basic definition of PKI is very simple. As a new measure to ensure the network information 

security, PKI includes public-key cipher technology, digital certificate, certificate authority (CA) and 

security measures about public key [2]. As a basic infrastructure, PKI technology can ensure the 

security of network transaction by applying public-key technology. The security of network 

transaction and payment code is realized by PKI technology. 

PKI includes five components in effects as shown in Figure 1 according to PKXI standard: 

3. DATA ENCRYPTION DESIGN FOR SECURITY SUPPORT PLATFORM 

3.1 Demand Analysis 

By data encryption, a measure to protect information in the security support platform, it can be 

ensured that the information cannot be used when the information is in authorized use [3]. In other 

words, data encryption aims at protecting firstly, the ownership and use right of information resources 

which are publicly known, and secondly, sensitive information, such as state secrets and commercial 

secrets which can only be grasped by people in corresponding level with confidentiality. Such 

sensitive information must be encrypted to prevent illegal users from stealing because the 

consequence of disclosure is severe. 

According to above analysis, customers involved in actual application are not familiar with encryption 

technology, so the requirements for data encryption design are as follows: 

(1) Certain security. Security means stealing information costs larger than encryption, instead of being 

unable to steal the information. 

(2) Good variability of information encryption. There is no specific format requirement for data to be 

encrypted that is, data file in any format can be encrypted by flexibly changing encryption key. 

(3) Convenient use. The encryption of data information is public, rather than in secret, so it certainly 

may affect the normal use by users. Therefore, the encryption speed is significant to PKI. 

3.2 Selection of encryption algorithm 

With the development of cryptology, the method of data encryption also updates. In general, DES 

encryption algorithm is always used in data encryption, and the transformations of DES are very safe 

at present. However, the encryption to data information in this work obtains initial information with 

the efficiency of user access that is, the available quantity of data information in the shortest period. 

Therefore, the primary condition must be the speed of encryption and decryption. After 

comprehensive analysis on security of data encryption, it is decided to take the algorithm of sequential 

cipher, RC4 as the algorithm for information encryption. Involving the secret key transmission 

between two communication parties, mainstream algorithm RSA is selected for secret key encryption. 

3.3 Design of mixed encryption system 

There are two algorithms, including RSA and DES encryption and decryption algorithm. With the 

increasing development of computer system ability, the security of DES becomes weaker than that 

when it appears, so there are endless cases of DES decryption by retrospect. An actual machine can 

decrypt DES in a few days which makes people think that they cannot be dependent on the DES as the 

only way to ensure DES security [6]. Compared with DES, the security of RSA is relatively high. 

There are also some cases of RSA decryption, but it costs relatively large (compared with DES). 

Moreover, the secret key of RSA updates at present, which means that the difficulty to decrypt RSA 

also increases. 

In RSA encryption algorithm, RSA encryption explicit term will be limited by the length of secret 

key. In other words, the term length of RSA is limited, while the actual term length may be larger than 

the encryption length, so we have to give up RSA encryption because DES encryption is unlimited. 

Given above two points (personal points), separate use of DES or RSA encryption cannot satisfy with 

the actual demand, so the combination of RSA and DES encryption is used to realize the data 

encryption. 
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3.4 Realization of analog simulation 

If two communication parties are interconnected after identity authentication, both parties will obtain 

public key certificate and know the RSA key of each other. Therefore, safe communication can be 

realized with combined encryption. For sender A, the system will randomly generate an encryption 

secret key with corresponding term, and the summary user of file can decide if the calculation is 

necessary on his own. Next, RSA encryption is conducted for RC4 secret key with the public key of 

sender. At last, these two parts of cryptograph will be combined with an info-head to form a new file 

which will be sent to receiver. In aspect of service terminal, digital certificate and explicit term can all 

be pretreated by managing encryption key [7]. For receiver B that is, the decryption, however, RSA 

secret key is extracted by secret key certificate to do RSA decryption and obtain RC4 secret key 

before obtaining explicit term with RC4 algorithm. If the integrity needs to be verified, the summary 

should be obtained by calculation with the public key of sender. At the same time, the summary of 

explicit term obtained by decryption should be calculated. It can be judged if the information is 

manipulated by comparing these two summaries [8]. 

4. CONCLUSIONS AND PROSPECT 

In the age of rapid informationization, science and technology are updating at every moment. Because 

of the replacement of old technology with new technology, our life becomes increasingly modern. In 

early stage, we used RSA algorithm to ensure the information security and protect private data. 

However, this technology cannot satisfy with our demands anymore, so new technologies, PKI 

emerges, meaning that the security of data information enters into a new stage. 
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